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Abstract

Containment/Surveillance (C/S) measures are critical to any verification regime in order to
maintain Continuity of Knowledge (CoK). The Ceramic Seal project is research into the next
generation technologies to advance C/S, in particular improving security and efficiency. The
Ceramic Seal is a small form factor loop seal with improved tamper-indication including a
frangible seal body, tamper planes, external coatings, and electronic monitoring of the seal body
integrity. It improves efficiency through a self-securing wire and in-situ verification with a
handheld reader. Sandia National Laboratories (SNL) and Savannah River National Laboratory
(SRNL), under sponsorship from the U.S. National Nuclear Security Administration (NNSA)
Office of Defense Nuclear Nonproliferation Research and Development (DNN R&D), have
previously designed and have now fabricated and tested Ceramic Seals. Tests have occurred at
both SNL and SRNL, with different types of tests occurring at each facility. This interim report
will describe the Ceramic Seal prototype, the design and development of a handheld standalone
reader and an interface to a data acquisition system, fabrication of the seals, and results of initial
testing.
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1. INTRODUCTION

Containment/Surveillance (C/S) measures are critical to any verification regime in order to
monitor declared activities, detect undeclared activities, verify the integrity of equipment or
items, reduce inspector burden, and to maintain Continuity of Knowledge (CoK) between
inspections [1]. Equipment used in C/S can include tags, seals, tamper indicating enclosures,
optical surveillance, and radiation detectors, and this equipment currently exists at varying levels
of technological sophistication and maturity. Some C/S equipment, such as the metal cup seal,
has been fielded for 50 years. Legacy optical surveillance equipment, based on the DCM-14
camera module, is currently undergoing replacement. It is critical that C/S equipment evolve
given the technology advancements and capabilities available to potential adversaries.
Development of new C/S equipment also allows use of new technologies to improve equipment
efficiency and effectiveness for inspectors and to reduce burden on operators.

The U.S. National Nuclear Security Administration (NNSA) Office of Defense Nuclear
Nonproliferation Research & Development has funded the Ceramic Seal [2-6] effort to address
the technical containment requirements for securing access points (loop seals). Loop seals are
common equipment used for C/S measures, as reflected by the tens of thousands of metal cup
seals deployed globally, in addition to the Electronic Optical Sealing System (EOSS), the
electronic Variable Coding Seal System (VACOSS), the passive single-use Cobra seal, and the
electronic/wireless Remotely Monitored Sealing Array (RMSA).

The Ceramic Seal has been in development by SNL and SRNL for several years and prototypes
for operational testing have now been fabricated. The Ceramic Seal can provide an improved and
modernized alternative to the metal cup seal or other single use seals. The metal cup seal,
although environmentally robust, inexpensive, and small in size, is operationally burdensome
and its integrity is not able to be verified in-situ. The Ceramic Seal addresses issues with the
metal cup seal and makes additional security improvements (tamper indication and unique
identification) and efficiency improvements (in-situ verification and ease of application). Its
innovation is the integration of these capabilities in a small volume, including a self-securing
wire feature; multiple levels of tamper indication via a frangible seal body, surface coatings, and
active detection of state through low power electronics; electronic unique identification verified
in-situ through a contact reader, and physical identification via non-reproducible surface
features.

2. CERAMIC SEAL BACKGROUND

The most critical element of a seal applied in a treaty verification regime is its tamper-indicating
features. A loop seal will employ a wire or fiber-optic cable (FOC) threaded through a monitored
item’s hasp or otherwise secured, and the wire or FOC will terminate within the seal body. In
single use seals such as the Ceramic Seal and metal cup seal (versus multiple use seals in which
the seal wire can be removed and reattached), confidence must be maintained that the wire is
unable to be removed from the seal body once secured without detection and that the seal body
has remained intact such that the seal body has not been opened and the wire removed/replaced.
Tamper-indicating features on the seal body serve the role of providing this confidence. It is



important to note that a vulnerability review (VR) team iteratively worked with the design team
to evaluate and guide the tamper-indicating features of the seal.

The properties of the alumina (99.8% Al,0O3) material used in the Ceramic Seal body meet the
requirements of “frangibility” — that is, upon deformation it tends to break into fragments rather
than retaining cohesion, yet the material is strong enough to withstand the operational
environment. Frangibility is important so that a tamper attempt is prone to result in fragments
that are difficult to reassemble without evidence of tampering.

The Ceramic Seals are coated with spray coatings developed in partnership with Tetramer
Technologies. These exterior fluorescent coatings [7-9] act as a tamper indicating feature as
modification/tampering of the seal is visible under UV illumination. The coatings are transparent
to allow Laser Surface Authentication (LSA) for unique physical identification of the seal body.

The Ceramic Seal provides active tamper indication by monitoring both “tamper planes”
embedded in the interior of the seal, as well as monitoring connectivity between the cap and base
of the seal (to determine if the seal has been opened). The tamper planes are connected to the
electronics and if disrupted, i.e., signals cannot pass, software within the electronics records a
tamper attempt.

Seal firmware is programmed prior to deployment; however, the Ceramic Seal requires
personality programming in-situ, meaning configuration must happen via the RS-232 serial
communication vias located on the cap of the seal. Personality programming loads secret keys
onto the seal, sets the seal ID, message creation interval, and absolute time. The seal electronics
are not powered until the seal cap and base is connected, so personality programming must
happen after application of the seal in a facility.

A seal reader (two variations are currently under development and described later in this paper),
which has the secret keys, sends a command to the seal (over the serial port), receives the
requested message(s), and authenticates them using its copy of the secret key.

The capability of self-securing wire not only improves efficiency but touches upon security as
well. The wire ends must securely terminate in the seal body in such a manner that they cannot
be easily removed, and must do so in an efficient manner. In the Ceramic Seal design, the wire is
routed through the monitored item and into the seal base, where it is secured by a tortuous path.
Vulnerability reviews were performed on several iterations of the design before choosing a final
design.

The wire itself is important as well, and appropriate commercial candidates have been identified.
The current seal prototype does not have the capability to monitor the integrity of the wire using
the internal electronics; however, such a capability is anticipated in future research. There are
instruments available to externally connect to the wire after deployment and subsequently during
verification to determine if the wire has been tampered with.



Figure 1: (Left and Bottom) Ceramic Seal design features. (Right, Top) Ceramic Seals are
shown on top uncoated, with alumina based sol gel doped with terbium coatings on the
bottom. Excited by 254 nm UV. Coatings images courtesy Tetramer Technologies.

The Ceramic Seal will operate as follows: the Ceramic Seal wire is looped around the item to be
monitored and secured within self-securing grooves in the seal base. The battery is inserted into
the seal base, and the seal cap is snapped onto the seal base, secured by a snap ring. Personality
programming of the Ceramic Seal is then performed, and once that is completed the seal is ready
for use. It is expected that the seal would be periodically inspected physically and electronically.
An inspector would attach a reader to download state-of-health (SOH) and events. Physical
inspection (visual or instrumentation) would reveal deformations in structure or coatings.

3. FABRICATION

As described above, the design of the Ceramic Seal is complete, and prototypes of the seal have
been fabricated and tested. The fabrication has been an iterative optimization process. This
section will describe some of the fabrication issues with the seal.

The fabrication of the Ceramic Seal consists of the following steps:
Fabricate ceramic caps and bases
Brazing of metal pins into cap for electrical contact
Application of exterior, tamper-indicating fluorescent coatings
Application of tamper planes onto seal cap
Application of dielectric onto tamper planes
Application of electrical patterning for circuit board onto dielectric layer
Attachment of circuit board to cap
Metallization of seal base interior for power contacts

The ceramic caps and bases are machined and fired by Astro Met, Inc. Brazing of metal pins into
pre-determined slots on the caps for the electrical contacts occurs at SNL. Brazing is a joining
process whereby a filler metal is heated above 450°C and distributed between two or more close-
fitting parts by capillary action. The caps with brazed pins and bases are sent to SRNL for
application of the exterior, tamper-indicating coatings by Tetramer Technologies and
characterization using Laser Surface Authentication by SRNL (Figure 2 and Figure 3).

10



